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IT SERVICE 
RED FLAGS:

6 Signs You Need a 
New IT Service Provider 



In today’s digital economy, technology is vital for businesses of all sizes and industries. For growing 
companies, outsourcing technology service and support is often a smart and cost-effective solution. 
Leveraging an outsourced IT service provider brings in outside expertise and talent, consistent execution 
and follow through, and a cost-effective means of managing technology as you grow. With a great IT 
service partner who also provides strategic level leadership, firms can scale and grow without the risk and 
complexity of building an internal IT department. 
 
Unfortunately, many companies select the wrong IT service provider. Not all service providers are created 
equal and there are major business risks and hassles if you end up with the wrong provider.  
 
At Network People, many of our new clients come to us after a bad spell with another provider. We 
have heard the horror stories and have seen the business challenges created by immature technology 
management, poor service, and inattention to important areas, such as cyber security. 
 
The purpose of this eBook is help business leaders take stock of your current relationship. In this short 
eBook, we identify six of the biggest potential red flags in an IT service provider relationship. This eBook 
will help you make a objective assessment of your current situation and start working towards a better 
approach to managing your technology. 
 

INTRODUCTION:   
Is your current IT provider 
really doing what they 
promised? 
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Security as an 
Afterthought

Cyber security is the most important technology issue for businesses 
today. It is foundational, since a major security incident can destroy a 
company, leading literally to financial insolvency or bankruptcy. Cyber 
criminals, from state actors to mafia-like organizations, are financially 
motivated and highly sophisticated. They will stop at nothing to extract 
money and resources from their victims. 
 
It is essential therefore that your IT service provider makes cyber 
security Job #1. When security is treated as an afterthought, here are 
some common gaps and warning signs you may see.

 
No security risk assessment - A security risk assessment is a 
formal and systematic process to audit a company’s security 
posture, identify gaps and weaknesses, and prioritize needed 
security improvements. One should be performed at the 
beginning of the business relationship and regular intervals 
thereafter.

No technology standards - Technology standards align your 
company’s technology choices with the preferred brands, 
vendors, and technologies of your service provider. Standards 
are vital for proper deployment, configuration, maintenance, 
and management of technology. And standardization is 
essential for sound cyber security management.

Legacy, outdated technology - Technology investment and 
upgrades are essential to maintaining proper cyber security. 
As hardware, software, and operating systems age, there is a 
higher likelihood that bugs and vulnerabilities go unpatched, 
exposing your users and organization to cyber attack.  

People left out of the equation - Employees are the weakest 
link in cyber security. An organization can invest in world-class 
software and cyber security systems, but if the employees are 
poorly trained or the company lacks a culture of security, there 
will be countless security incidents in no time.  
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Chaotic and 
unpredictable 
onboarding 

How were your first few weeks in your relationship with your current 
IT service provider? Was there a clear, well organized path and plan? 
Did you start seeing the value and improvements to your technology 
right away? Onboarding is a key element in your relationship with your 
IT service provider. In those first few crucial weeks, this is where major 
security and configuration gaps are identified and other burning items 
get fixed. It is also the period where standards and improvements get 
clearly identified.  
 
If you had a poor onboarding experience, here are some of the gaps 
you might have noticed. 

No documented onboarding process - A well documented 
onboarding plan will spell out the overall process and timeline 
to go from contract signing to the completion of the first full 
phase of the relationship. It is a warning sign if this process is 
poorly defined or not well documented. If your provider has 
failed to deliver a clear plan that is well executed, sometimes 
things will start out on the wrong foot.

Incomplete technology inventory - A good onboarding 
process will involve a complete inventory of all key technology 
in your business, including all users, systems, software, 
infrastructure, passwords, vendors, network configurations 
and network maps. Failing to properly identify all assets and 
systems can lead to dangerous cyber security gaps.

No named vCIO resource - Did your provider give you a single 
point of contact for the onboarding process? You should 
have had a named virtual Chief Information Office (vCIO) 
resource clearly identified, to help guide you through the 
process, answer your questions, and meet with you about the 
important progress updates, findings, and recommendations.

Incomplete standards discussion - Defining and adhering to 
technology standards creates a win-win situation for a service 
provider and their client. Defining technology standards during 
onboarding helps organizations identify and upgrade legacy 
technology, while aligning your tech stack with the service 
provider’s standards. Standards clarification is a key part of the 
onboarding process. 
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Poor customer 
service and 
follow through 

High quality customer service requires not only a commitment to 
excellence, but the tools and processes to deliver consistent results 
and satisfaction. Your service provider should have software tools and 
processes to measure and improve service levels, every step of the way. If 
your service provider is failing to measure and manage your satisfaction, 
that should be a real red flag. 
 
Here are a few other service gaps which should be cause for concern.  

Slow service response and resolution times - This one is pretty 
obvious. If problems are not resolved in a timely fashion, this is a 
major red flag. Problems and tickets should be quickly addressed 
and resolved in a professional and timely fashion. As with 
satisfaction, if your service provider measures KPIs around service 
tickets, they are likely managing this process well.

No service quality monitoring - If your service provider is 
measuring your satisfaction, they are likely managing it well. If 
they are not even measuring user and management satisfaction, 
how could they possibly manage it? Your IT service provider 
should use simple feedback tools on every service interaction; the 
trends should be monitored and managed; and they should be 
reviewed regularly at Technology Business Reviews.

No service dispatch - Does your service provider have a 
dedicated staffer who handles service dispatch? This is vital. Every 
ticket or client inquiry needs proper prioritization and dispatch to 
the right technician, based on severity, timeliness, and technician 
skills. If your provider lacks a service dispatcher, it is a red flag.

Sloppy handling of passwords - It is vital to understand your 
service provider’s security, processes and tools for passwords. In 
most cases, service providers have broad administrator access 
to their client’s most important IT systems and infrastructure. 
This important responsibility requires the use of world-class 
password control systems, so that work can be performed without 
compromising security. As a part of your due diligence, it is 
crucial to understand the tools and processes used for password 
management. 
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Missing 
Strategic IT 
Management 
Process 

Your IT service provider should do more than just keep the lights 
on. Technology infrastructure and support are the base layer of any 
outsourcing the relationship. The real magic happens however, when 
technology is viewed as a strategic investment that can help organizations 
operate more efficiently, differentiate,  and grow. If your IT service provider 
is not your strategic partner, there is definitely something wrong. 
 
Here are few red flags to help you understand if you are working with a 
strategic IT partner.

Irregular or missed Technology Business Reviews - Technology 
Business reviews are quarterly or periodic strategic meetings 
between a client and their IT service provider. Too often, these 
meetings get delayed or missed. Your service provider is 
responsible for establishing and keeping a regular meeting 
cadence to brief clients on KPIs, results, project, progress and 
additional IT planning items.

No named vCIO - World-class IT service providers provide a named 
vCIO to their clients. This single point of contact is responsible for 
overall relationship management and the organization of strategic 
advice and consulting to clients. If you don’t know your vCIO, there 
is probably something wrong.

No annual IT budget and project plan - Budgeting is more 
complex than people realize. It is vital that your IT service provider 
is deeply involved and guiding your technology budgeting process. 
Technology is foundational to success in our 21st century economy. 
Therefore it is essential that your service provider helps you craft a 
detailed annual IT budget, along with with a multi-year investment 
strategy. If there are lots of technology spending surprises or if you 
are kicking the can down the road on necessary investments, it 
likely means you are missing a good IT budgeting process.

Lack of alignment between company strategies and IT planning 
- Does your IT service provider have a seat at the table in your 
annual planning process? Is technology viewed as strategic to 
your business growth? If not, you should ask why. Your relationship 
with your IT service provider requires high degrees of trust and 
they need the professionalism and expertise to serve as a strategic 
partner for your business. 

4.
IT SERVICE RED FLAGS: 
6 Signs You Need a New IT 
Service Provider 

6



Poor company 
culture and 
employee 
morale

As the management guru Peter Drucker once said, “Culture eats 
strategy for breakfast.” The values of your service providers should be 
studied closely, because your service provider is really an extension of 
your operations. Do you know their mission and values? Are they aligned 
with your own?  

Mission, vision, and values undocumented - Your IT service 
provider isn’t just any vendor relationship. It is a strategic 
outsourcing relationship, where the provider is working with 
and controlling some of your most vital technology and 
infrastructure. It pays to have a strong understanding on what 
makes your partner tick. If you don’t have a good understanding 
of the mission, vision and values of your partner, it is likely a red 
flag. If your provider does prominently feature their mission and 
values in their marketing literature, ask them to spell them out 
for you.

Poor employee retention - Do you have personal relationships 
with the people who serve your account? If your service provider 
has problems retaining their staff, you may be the victim of the 
revolving door at your provider. Your service provider should 
have industry leading employee retention and development, so 
your team gets to work with great people who are here to stay.

Excessive use of contractors or overseas staff - Every business 
navigates the changes in workload with the use of contractors. 
It is a red flag however, if your service provider relies too heavily 
on contractors or overseas staffing models. In most cases, 
contractors are less well trained and qualified than “badged” 
staff. You should insist on transparency to the staffing models in 
use by your service provider.

Inconsistent internal training and certification programs - 
Does your service provider invest in training and development 
for their workforce? We live and operate in a knowledge based 
economy, where skills get rapidly outdated without consistent 
employee training and development. Also study the technical 
certifications held by the staff at your provider. It pays huge 
dividends to work with a partner that consistently invests in 
employee training and development. 

5.
IT SERVICE RED FLAGS: 
6 Signs You Need a New IT 
Service Provider 

7



Infrastructure 
only, while your 
people are an 
afterthought 

Infrastructure, hardware and software are important. But the most 
important “software” of your business is your people. In order for 
technology to make a real difference in your business, it needs to be well 
designed and integrated with the user in mind. Productivity and ease of 
use should be top of mind. Moreover, technology education and training 
should be consistent and highly effective. The magic really happens 
when employees can use technology to serve customers better, sell more, 
and maximize their productivity. Your service provider should be at the 
forefront of helping your staff leverage technology and transform how 
they succeed in their jobs. 
 
Here are few potential gaps to judge whether your service provider is 
helping transform the technology skills and effectiveness of your staff.  

No security awareness training - Security awareness training 
is an absolute must in today’s complex operating environment. 
Cyber crime impacts firms of all sizes and employees are the 
weakest link. If your service provider is failing to supply security 
awareness training and programming, it is a real red flag.

No specialized training for senior staff and chief security 
officer - While every employee needs some level of cyber security 
awareness training, senior staff and specialized functions need 
next level security training and education. Highly privileged 
employees need extra coaching and education, since they look 
after critical infrastructure, intellectual property, or are in charge 
policy and enforcement for the rest of the firm.

No vCIO services - vCIO services deliver consistent, strategic 
advice to senior management on how to adapt and leverage 
technology for competitive advantage. If your service provider 
just provides infrastructure and support, you are missing a crucial 
layer of consulting and advice which is needed to take your 
organization to another level.

Little impact on your company culture and employee behavior 
- Has your service provider changed the habits and behavior 
of your staff? Is your staff more adept and productive with 
technology? Are their cyber security habits healthy and improving 
every day? Has your service provider helped improve your 
company culture? If the answer is no, it should be time to explore 
alternatives. 
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Conclusion

At Network People, we strive 
to deliver our clients world-
class IT services, support, and 
strategic advice.  
 

We have built an amazing company culture, which nurtures 
employee talent, celebrates success and doing the right thing, and 
builds high levels of loyalty and trust with our clients.  
 
We invest in the technology and resources explored in this eBook to 
equip our people with the right tools to deliver world-class IT services 
and support. And we partner with clients as their strategic advisers 
in navigating the technology landscape. Ultimately our goal is to 
ensure the growth and success of our clients. 

We look forward to having you join us on this journey. 
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About Us

Professional Team

Everything we do is defined by our core values. No one 
comes onto the team without agreeing to uphold the 
highest standards of integrity. Every decision is filtered 
through those core values. You can trust us to serve your 
best interests.

Empowering Success

From the very beginning in 1996, our aim has been to be 
professional — even when the company consisted of just one 
Network “Person” with Nate Freeman working alone. Nate 
began the IT business from an office on the 11th story of a 
downtown building in Clearwater, Florida. Currently Network 
People has a 16-member team headquartered at an office 
suite in Clearwater, Florida. In addition, we are affiliated with 
250 firms across the nation who can render personal, on-site 
service to our remote clients if needed.

Growing With You

Our business grew by recognizing a need that was all around 
us. We discovered that professional people required a lot of 
help networking their office computers. Our company could 
offer the personalized service which small- and medium-sized 
organizations needed. Some owners began asking us for help 
with their home computers.

Today we are still watching out for needs of these clients, as 
well as helping all the new ones they refer to us.

Core Values

We do the Right Thing.

Everything we do builds Loyalty and Trust.

Open Door Communication is the Key to Success.

God First, Family Second, Company Third.



www.networkpeople.com

info@networkpeople.com

(727) 446-4564

13075 US Highway 19 N. Clearwater, FL 33764

CONTACT US

Technology Experts.
Good People.

Copyright © 2021 Network People, Inc. 
All Rights Reserved.

All third party trademarks belong to 
their respective owners.


